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Topicality of the theme 

Russia has distinguished itself throughout modern and contemporary history through the 

propaganda promoted at European, regional and world level, especially through pan-Slavist and 

pan-Orthodox propaganda, in the tsarist era, through communist propaganda during the Soviet 

period (1917-1991) and the Cold War (1946-1991), but also through the propaganda of the Putin 

regime, particularly prominent in the context of the hybrid war triggered by the occupation of 

Crimea (2014),  which experienced a particular escalation with the aggression of February 24, 

2022. I have identified in my thesis numerous elements of continuity and innovation between 

Russian propaganda during the Cold War and that during the hybrid war. . 

In the case of Romania, the consolidation of the offensive and aggressive position of the 

Russian Federation and the improvement of the hybrid instruments used to generate instability 

at regional level, especially in the eastern neighborhood of the European Union, represented a 

major security concern in the national context, assumed in the National Defense Strategy of the 

Country (2020-2024). 

 

Scientific contribution and novelty 

In this doctoral thesis, we proposed a documentary and interpretative scientific 

contribution to the research of the history of European strategies for building resilience in the 

face of Russian propaganda, through an approach from a historical perspective, exploring 

European strategies and challenges to European institutional elites, but also case studies on 

Romania in the European context. 

Given the complex institutional architecture of the European Union, in relation to 

national and supranational interests in the decision-making process, the construction of policies 

or strategies against Russian disinformation has often been conditioned and impacted by the 

construction of a joint effort, by a harmonization of national and supranational interests, 

represented at the level of the European Council, the Council of the European Union,  The 

European Commission and the European Parliament and, last but not least, an insufficiently 

consolidated understanding of the nature of the Russian threat and its historical continuity. 

The thesis proposes a necessary historical research, all the more so as the topic of Russian 



 

disinformation and the way of approaching it at the level of the European Union has been treated 

in Romanian and international historiography mainly from the perspective of social and 

communication sciences, military, security studies and international relations and too little from 

a historical perspective. 

Starting from the idea that in the process of historical research, the researcher must 

identify the causes, objectives and sources of an action, to discover, choose and select evidence, 

to understand and explain the evolution of processes and phenomena over time, we aimed to 

reconstruct from a historical perspective the evolution of these relationships and to analyze the 

causal contexts in which they were formed and developed,  as well as the challenges they have 

faced and still have to respond to in relation to Russian disinformation.  We tried to fix  the 

historical context by answering the questions Who? What? When? but above all to explain the 

evolution of the phenomenon under research, through an analysis that answers the questions 

How? and Why? Why? With what consequences?.  

The thesis reconstructs the evolution of the Russian disinformation phenomenon during 

the period under analysis and  the development of policies and strategies to address it at the level 

of the European Union and in managing the challenges posed by the coherence and effectiveness 

of the response methods.  

We sought to identify answers to questions about how European policies against Russian 

disinformation were formed, what were the challenges and contexts that influenced them, 

whether there are lessons that the historical past offers so as to decipher Russia's current behavior 

and identify optimal ways to protect the European project.  

We considered that the approach from a historical perspective of the theme can bring 

elements of novelty in Romanian historiography, based on the following arguments. 

"Misunderstanding the present often stems from ignoring the past," says Marc Bloch in 

his work The Historian's Job1. His vision is current, in a context in which historical truth is 

challenged by parallel or alternative realities, the collective, historical memory of society is 

politically manipulated and historical education can become an act of democratic resistance. The 

historical approach to the phenomenon of Russian propaganda is not about the past, but about 

the power to understand, to compare, to act lucidly in the present. From this methodological 

perspective, we have tried to understand contemporary Russian propaganda and disinformation, 

 
1 Marc Bloch, Plea for History, Tribuna Publishing House, Cluj-Napoca, 2007 



 

including through the eyes of the other, and to explain and seek solutions to a major problem 

that influences the historical development of the European project by researching the past of this 

phenomenon, its evolution and by formulating hypotheses and searching for answers, without 

projecting moral judgments or contemporary values onto the past,  through intellectual honesty 

and interdisciplinary openness. We proceeded to a reflective and critical approach, trying to 

reconstruct the past in order to understand the present in depth, to decipher, to expose processes, 

structures, causalities, mechanisms that led to current developments, to offer explanations and 

points of orientation for decision-makers and citizens, to provide a knowledge tool to critically 

judge the present and understand the consequences of political decisions.  

Through the historical approach, the past can become a source of reflection and warnings. 

We believe that a society lacking the historical perspective of a phenomenon of Russian 

propaganda and disinformation is vulnerable in the present and future to mystification in the face 

of ideological manipulation, aggressive nationalism or ignorance, recurring elements exploited 

by Russia. 

Historian Ioan Aurel Pop argues that the future is irremediably transformed into the 

present and the present is irremediably transformed into the past, which implies that access to 

the future is made through understanding the past, the historical approach thus becoming an 

instrument of orientation and wisdom both for decision-makers and for the entire society2.  

As Professor Simion Costea proposes, contemporary history ends yesterday, today's 

present is tomorrow's history. History ends yesterday – all the time, not as a rigid conclusion, 

but as a symbolic threshold, which allows researchers to frame the period 1918-2025 as a 

coherent analytical era. His statement that "History ends yesterday – all the time" resonates with 

a broader historiographical current shared by Ion-Aurel Pop, Boia, Henry Rousso, Eric 

Hobsbawm, and Richard Vinen, for whom the boundary between past and present is constantly 

moving. 

In the case of Russian propaganda, historian Cosmin Popa argues, we must talk about 

historical continuity, repetitive patterns, in the way Russia positions itself towards the West, the 

past being frequently used to create moral and political legitimacy of the current regime. History 

is the Kremlin's project for the future, being a creator of collective mentalities, a tool of 

 
2Ioan Aurel Pop, The Status of History in the Contemporary World, 2013, available at 

https://www.youtube.com/watch?v=e0WXRmNP1ds 



 

ideological control to create a moral and political legitimacy of the current regime3.  

Understanding is the only viable tool that civil society has because through awareness, 

lucidity, automatic rejection of simple narratives, an ability to discern is developed that becomes 

an act of resistance against Russian propaganda.  

At the same time, historian Armand Goșu mentions the lack in Romania of a Romanian 

school of specialists in the ex-Soviet space, unlike Poland, Hungary or the Baltic countries, 

respectively of systematic research projects, including in the university environment on 

contemporary Russia. Isotirul claims that there is a lack of expertise at the institutional level 

regarding the understanding, the correct and historical reading of Russia, which constitutes a 

strategic vulnerability for the Romanian state in building resilience policies4. 

Seen from a historical perspective, Russia's current behavior reveals patterns of 

continuity of its strategic objectives, of repeatability of the mode of action and helps us 

understand that the hostile relationship towards the democratic values promoted by the European 

Union was a continuous one, carried out through measures specifically during Soviet periods, 

and propaganda and disinformation are parts of Russian foreign policy. 

At the same time, the historical perspective can help us understand the "rationality" of 

some of Russia's actions, which are irrational from a Western perspective, such as taking 

apparently high risks, with consequences of major destabilization of the security environment. 

These are in fact Russia's actions of strategic deterrence of the West, influenced by the 3 key 

elements that have historically characterized its foreign policy: geography, its status as a great 

power and its complicated relationship with the West.  

In relation to the European Union, the historical perspective helps us to see the European 

policy of building resilience against Russian propaganda and disinformation as part of a broader 

historical process, of the European construction, conditioned and influenced by the political 

context and convergent and divergent actions of the institutional elites as well as of the member 

states. 

 

Methodological approach 

 
3Cosmin Popa, Disinformation, Moscow's New Ideology, 5.11.2024, available at 

https://www.youtube.com/watch?v=bs5iyP1_IXk&list=PLqAMEN4ruAGDIxy5NGsPAhNoBZiSIqCko&index=6 
4Armand Goșu, Russia, a danger both with and without Putin? interview with Tudor Mușat available 

https://www.youtube.com/watch?v=hrtN-29_4sk 



 

In the methodological approach, we used as a reference the works of Fernand Braudel, 

Writings on History, following an approach based on contextualization and interdisciplinarity. 

We tried not only a reconstruction of the past, an evolution and a chronological narrative of 

European policies and Russian disinformation, but also an analysis of contexts and the 

construction of explanatory models, by using diverse sources and quantitative and qualitative 

data, respectively the analysis of long series of data to determine long-term 5trends, which may 

indicate action patterns, the dynamics of the population's perceptions in relation to the European 

orientation, the phenomenon of disinformation or the attribution of responsibilities and ways of 

responding. 

In addition, the approach of researching official documents (as primary historical 

sources) developed by the European institutions as part of the policy and strategies to respond 

to Russian disinformation within a contextualization process that reveals the circumstances of 

their elaboration and the challenges generated by their implementation, can bring an element of 

novelty. At the same time, the capitalization of sources (especially reports resulting from 

hearings of experts) of the US Congress, respectively of the British Parliament, of the public 

reports of some Western intelligence services can bring a new perspective in understanding this 

phenomenon, especially for identifying effective ways of responding and lessons of good 

practices for Romania. 

 

Analysis of historiography/Study of primary and secondary sources 

The critical analysis of the primary historical sources included both the programmatic 

and strategic documents of the Russian Federation in which the issue of information warfare is 

addressed, as well as the official legislative and non-legislative acts of the European institutions, 

respectively speeches of President Vladimir Putin, in order to see their perspective on Russian 

propaganda and disinformation. 

Some of the conclusions resulting from the analysis of the primary sources, represented 

by the legislative and non-legislative acts of the European institutions involved in the process of 

combating propaganda/disinformation (European Commission, European Parliament, Council 

of the European Union, Court of Auditors), were presented in a scientific communication6 and 

 
5 Fernand Braudel, Writings on History, ed. Comunicare.ro, 2018 
6Ilie Florin Ceușan, "European Union policies and strategies on combating Russian propaganda and disinformation" 

at the international conference Redefining European Security in a Post Covid 19 World (May 9, Târgu Mureș, 



 

subsequently published in a specialized journal7. 

 

Primary documentary resources not used / insufficiently/partially used in Romanian 

historiography 

A primary documentary resource was the declassified reports of the Active Measures 

Working Group, led by the United States Department of State and, subsequently, the United States 

Intelligence Agency (USIA). The group formed at the beginning of the Reagan administration, in 

1981, was an interagency committee made up of representatives of the defense and security 

structures, becoming the U.S. government's body of expertise on Russian disinformation from 

1981 to 1992. 

The reports8 expose actors, techniques, instruments, targets and objectives of the active 

measures carried out by the USSR against the US and its interests in various geographical areas 

(Europe, Asia, Africa) and their analysis9 has made it possible to identify major similarities with 

the active measures subsequently carried out by Russia in the period 1990-2022. 

Another series of primary sources analyzed were reports by the US House of 

Representatives and Senate that addressed the phenomenon of Russian disinformation and its 

implications for the security of the US and European partners. Thus, a report prepared for the 

US Senate Foreign Relations Committee focused on the various tools that President Putin has 

used – including but not limited to military aggression, disinformation, illicit financing, 

organized crime, and social and religious leverage – to undermine democracy in 19 countries 

over the past two decades10. 

At the same time, the reports resulting from the hearing of experts by the US Senate 

revealed key characteristics of the Russian hybrid war (saving military force, persistence, 

influencing the target population), its typical objectives (annexing territories without military 

intervention, creating pretexts to intervene in other states in which it has interests, influencing 

 
Romania) organized by the "George Emil Palade" University of Medicine, Pharmacy, Sciences and Technology, 

2023 
7 Ilie Florin Ceușan, "European Union policies and strategies to counter Russian propaganda and disinformation." 

United Europe 19.19 (2023): 113-122. 
8 United States Department of State, Soviet Influence Activities : A Report on Active Measures and Propaganda 

1986-87 U.S. Dept. of State : Supt. of Docs. U.S. G.P.O. Distributor 1987. 
9 United States Information Agency, Soviet Active Measures in the "Post-Cold War" Era 1988-1991, Agency 1992. 
10 Senate, Congress, Putin's asymmetric assault on democracy in russia and europe: implications for U.S. national 

security, govinfo, (January 10, 2018), available at https:// www.govinfo.gov/app/details/CPRT-115SPRT28110. 

http://www.govinfo.gov/app/details/CPRT-115SPRT28110


 

political decisions in the target states),  as well as the mechanisms and levers of implementation 

(information operations, cyber, use of proxies, economic influence, politics, traditional 

espionage).11 

The findings of expert hearings by the United States Senate Select Committee on 

Intelligence allowed for a fundamental understanding of active Russian measures and information 

operations campaigns, the history and characteristics of these campaigns, and the role and 

capabilities of cyber operations in support of these activities. The report concludes that Russians 

and their Soviet predecessors believed that active measures were a major tool for implementing 

foreign policy objectives, providing the opportunity to gain influence far beyond their status and 

economic and social conditions in their country12. 

At the same time, the Foreign Affairs Committee of the US House of Representatives 

conducted hearings of experts on Combating Russia's intelligence militarization activity, a 

context in which the Russian information war, propaganda and disinformation were analyzed as 

key elements of the hybrid war led by Russia against the US, the EU and Russia's neighboring 

states,  one of the conclusions is that unlike their Soviet predecessors, the Putin regime will work 

with anyone, as long as it helps create instability in their home countries, with the role of state-

controlled media growing. The report concludes that while the Kremlin's instruments of 

influence have adopted new technologies, the methods behind them are not new and continue to 

exhibit patterns that can be analyzed, exposed, and challenged13. 

The conclusions resulting from the evaluation of these resources reveal, in our opinion, 

their continuity character and their major role in the implementation of Russian foreign policy, 

regardless of the temporary holder of power in the Kremlin, and support the research hypothesis 

on addressing Russian disinformation as a historical phenomenon and not just as a distinct, 

punctual element in the implementation of its interests abroad. Some of the conclusions were 

 
11 United States. Congress. House. Committee on Armed Services, The evolution of hybrid warfare and key 

challenges, Committee on Armed Services, House of Representatives, One Hundred Fifteenth Congress, first 

session, hearing held March 22, 2017, Washington: U.S. Government Publishing Office, 2017. 
12 United States. Congress. Senate. Select Committee on Intelligence, Disinformation: A Primer in Russian Active 

Measures and Influence Campaigns: Hearing Before the Select Committee on Intelligence of the United States 

Senate, One Hundred Fifteenth Congress, First Session, Thursday, March 30, 2017. U.S. Government Publishing 

Office, 2017. 
13 United States. Congress. House. Committee on Foreign Affairs, "Confronting Russia's Weaponization of 

Information: Hearing Before the Committee on Foreign Affairs", House of Representatives, One Hundred 

Fourteenth Congress, First Session April 15, 2015. Washington: U.S. Government Publishing Office, 2015. 



 

presented in a scientific communication during 202314. 

We used the critical analysis of Romania's official foreign and defense policy 

programmatic documents, Romania's Security and Defense Strategies, including opinions of 

experts in the field, respectively the analysis of the public activity reports of the Romanian 

Intelligence Service, for the period 1994-202015, to assess how the perception of Russia and 

propaganda actions evolved,  disinformation and/or influence at the level of Romania's 

decision-making establishment. 

 

Secondary sources 

The analysis of historiography/literature (secondary sources), including scientific 

articles, specialized reports and mass/media, was carried out in a multidisciplinary manner, 

by selecting works, both in the field of history, sociology, psychology, international relations, 

security studies, political science, in order to acquire an overview of the evolution of the 

process subject to research. We appreciate that the scientific approach involves a series of 

skills that come from these fields tangential to the historical one. 

When selecting the papers, we aimed to ensure that the articles and specialized studies 

are found in established academic volumes and journals (renowned publishers, think tanks 

with notoriety in the field, ISI indexed articles) or to be published by research centers 

belonging to prestigious universities, respectively the authors have expertise in the fields 

studied. 

To this end, we have exploited electronic databases such as Web of Science, 

www.sciencedirect.com,  www.springer.com,  www.e-nformation.ro, based on the access 

offered by the University, which allow the indexing of relevant literature according to temporal 

criteria, number of accesses, frequency of citation, established virtual libraries, but also 

searches based on keywords operated on various online search engines,  with the triangulation 

of sources. 

 

Romanian historiography 

 
14 Ilie Florin Ceușan, "Soviet Active Measures. A lesson from history", International Conference of Doctoral 

Students and Young Doctors, "George Emil Palade" University of Medicine, Pharmacy, Sciences and 

Technology, December 13, 2023. 
15 The first activity report was published in 1994, after 2020 they were no longer public. 

http://www.sciencedirect.com/
http://www.springer.com/
http://www.e-nformation.ro/


 

In Romanian historiography, the reference works of historian Armand Goșu, Russia – 

a complicated equation, Putin – the empire's obsession and Putin against the West offer a 

historical perspective of the continuity of Russia's behavior on the international scene and the 

use of Russian propaganda and disinformation as instruments of Russian foreign policy, in 

order to achieve the strategic objectives of the Russian state, including in relation to the 

Russian state. with Romania. At the same time, it analyzes the contemporary context 

generated by Russia's hybrid actions, as a logical outcome to the cyclical, historical behavior 

of the Russian state, and not as a surprise or a temporary accident16. 

The typification of Russia's information war, customized to Romania and the Republic 

of Moldova, is explained by the experts, Ovidiu Nantoi from the Institute of Public Policy and 

Iulian Chifu, president of the Center for Conflict Prevention and Early Warning, who also 

propose a reference framework based on thresholds and levels of influence, used to assess the 

extent and effects of the information war carried out by Russia in a third state17.   

At the same time, the volume European Security and Multicultural Societies. Dealing 

whith a Russian Empire Revival coordinated by historian Simion Costea and associate 

professor dr. habil. Mihaela Natea, published within the Jean Monnet Centre of Excellence in 

European Security and Disinformation in Multicultural Communities project, funded by the 

European Union through the Erasmus + program, within UMFST "Târgu Mureș" which 

addresses Russia's hybrid actions as a regional/international actor, provides a multidisciplinary 

understanding, including from a historical perspective, of the behavior of this state, 

emphasizing the need to understand the continuity of the Russian imperial mentality in order 

to be able to identify the appropriate response solutions in contemporaneity18.  

 

Foreign historiography 

In the foreign literature, one of the reference works that addresses the issue of 

disinformation is that of the authors Claire Wardle and Hossein Derakhshan,19 who makes a 

 
16 Armand Goșu, Russia, a complicated equation, Iași, ed. Polirom, 2022 
17Iulian Chifu, Ovidiu Nantoi, Information Warfare. Typification of the informational aggression of the Russian 

Federation, Bucharest, Ion I.C. Brătianu Institute of Political Science and International Relations Publishing 

House of the Romanian Academy, 2016, available at https://cpc-ew.ro/wp-

content/uploads/2019/05/Razboi_Informational.pdf 
18 Mihalea Daciana Natea, & Costea, Simion, Maria Costea, EU Security and Multicultural Societies: Dealing 

with a Russian Empire Revival, Paris, L'Harmattan, 2024. 
19Claire Wardle and Hossein Derakhshan, Information Disorder: Toward an interdisciplinary framework for 



 

useful distinction between the concepts of disinformation and misionformation, based on the 

level of faculty/veracity and the intention to do harm, elements later taken up by the European 

Commission in the elaboration of the definition of disinformation.  

Among the studies that have addressed the evolution of the European Union's policy 

on disinformation, and have contributed essentially both to the definition/refinement of the 

terminology specific to disinformation and to the creation of a framework for the analysis of 

Russia's influence operations, known as the ABCDE framework (actors, behavior, content, 

degree, effect), three works stand out20, elaborated by James Pamment from the Carnegie 

Endowment for International Peace.  

One of the reference works for understanding the Russian media space is the one 

published within the NATO Strategic Communications Centre of Excellence, Russian Media 

Landscape: Structures, Mechanisms, and Technologies of Information Operations (2021),21 

which analyzes the political, financial, and legislative influence exerted on the Russian media 

environment and the institutional architecture created by the Russian state to control the flow 

of information in the paradigm a hybrid war against democratic countries, through which 

Russia influences public opinion domestically and to carry out special media operations against 

Western countries and their allies. The study provides data on mergers and acquisitions 

involving Russia's largest media assets and how they are politically influenced through 

associative structures and a system of appointing personnel close to President Vladimir Putin, 

the mechanisms of state control over the media in Russia, trends in the Russian information 

strategy, - the conception of current tools and techniques of hybrid warfare - the mirror 

 
research and policy making, Council of Europe, report DGI(2017)09, 2017, p. 20, available at 

https://edoc.coe.int/en/media/7495-information-disorder-toward-an-interdisciplinary-framework-for-

research-and-policy-making.html. 
20 James Pamment, The EU's Role in Fighting Disinformation: Taking Back the Initiative, Carnegie Endowment 

for International Peace Working Paper, July 15, 2020 available at https://carnegieendowment.org/2020/07/15/eu-

s-role-in-fighting-disinformation-taking-back-initiative-pub-82286; Pamment, James, The EU's role in fighting 

disinformation: Crafting a new disinformation framework, Carnegie Endowment for International Peace Working 

Paper, September 2020; available at https://carnegieendowment.org/2020/07/15/eu-s-role-in-fighting-

disinformation-taking-back-initiative-pub-82286; Pamment James, The EU's Role in Fighting Disinformation: 

Policy interventions for the 2020s, Carnegie Endowment for International Peace, October 1, 2020, available at 

https://carnegieendowment.org/2020/09/30/eu-s-role-in-fight-against-disinformation-developing-policy-

interventions-for-2020s-pub-82821 
21Monika Hanley, Andrey Kuzichkin, Russian Media Landscape: Structures, Mechanisms, and Technologies of 

Information Operations, Riga: NATO Strategic Communications Centre of Excellence, 2021, available at 

https://stratcomcoe.org/publications/russian-media-landscape- structures-mechanisms-and-technologies-of-

information-operations/215 



 

principle,  cloud adversary, compatriot strategy and other strategies and tactics of weak states, 

designed to gain advantages without triggering a kinetic military conflict, while providing 

examples of special information operations against European states. 

At the same time, the analysis reports of the EU's Helsinki Centre of Excellence for 

Countering Hybrid Threats contribute in an essential way to understanding Russian 

disinformation as part of hybrid threats and/or Russian information warfare (trends in 

disinformation campaigns, exploitation of social divisions22, interference in electoral 

processes) as well as to assessing/recommending ways to respond23 and deterrence at both 

Member State24 and EU level25.  

The basic principle of the Russian disinformation strategy is the claim that all news is 

constructed and therefore contested. In the best postmodern tradition there is no objective 

news, but only different, rival interpretations that claim to show different aspects of what can 

be called reality. And what the Russian media presents are just possible explanations that serve 

as alternatives to the stories offered by the Western media. The Russian authorities seem to 

believe that (dis)information campaigns have great prospects26. 

One of my concerns was the identification and evaluation of comparative studies on 

Russia's disinformation actions in the case of some Member States, in order to identify 

common patterns of action but also distinct ways of adapting Russian actions to national 

contexts as well as ways of addressing the targeted states of Russian disinformation. 

The analysis of these studies allows revealing situations of good practices in addressing 

 
22 Gunhild Hoogensen Gjørv & Outi Jalonen, "Identity as a tool for disinformation: Exploiting social divisions in 

modern societies", Hybrid CoE Strategic Analysis 34, 9 November 2023, 

https://www.hybridcoe.fi/publications/hybrid-coe-strategic-analysis-34-identity-as-a-tool-for-disinformation-

exploiting-social-divisions-in-modern-societies/ 
23 Sean Monaghan, Hybrid CoE Paper 12: Deterring hybrid threats: Towards a fifth wave of deterrence theory 

and practice, 31 March 2022, https://www.hybridcoe.fi/publications/hybrid-coe-paper-12-deterring-hybrid-

threats-towards-a-fifth-wave-of-deterrence-theory-and-practice/ 
24 Jean-Baptiste Jeangène Vilmer, Hybrid CoE Research Report 2: Effective state practices against 

disinformation: Four country case studies, 9 July 2012, https://www.hybridcoe.fi/publications/hybrid-coe-

research-report-2-effective-state-practices-against-disinformation-four-country-case-studies/; Vytautas 

Keršanskas, Hybrid CoE Paper 6: Deterring disinformation? Lessons from Lithuania's countermeasures since 

2014, 27 April 2021, https://www.hybridcoe.fi/publications/deterring-disinformation-lessons-from-lithuanias-

countermeasures-since-2014/ 
25Hadley Newman, Hybrid CoE Research Report 7: Foreign information manipulation and interference defence 

standards: Test for rapid adoption of the common language and framework DISARM, 29 November 2022, 

https://www.hybridcoe.fi/publications/hybrid-coe-research-report-7-foreign-information-manipulation-and-

interference-defence-standards-test-for-rapid-adoption-of-the-common-language-and-framework-disarm/ 
26Hansen, Flemming Splidsboel, Notes. Russian hybrid warfare: A Study of Disinformation, Danish Institute for 

International Studies, 2017, available at https://pure.diis.dk/ws/files/950041/DIIS_RP_2017_6_web.pdf.  



 

the phenomenon of disinformation. At the same time, these can be opportunities to continue 

the research on sequences of interest for the present scientific project. Thus, a study27 conducted 

by the Czech think-tank European Values Think-Tank ranks - based on a methodology based on three 

qualitative measures: political recognition of the threat by state representatives, government strategy and 

countermeasures applied and intelligence activity, - states according to how they react to the growing 

threat of Russian subversion, into 6 categories: Kremlin collaborators,  those who deny the threat, those 

who are hesitant, those who are aware and those who have built an extensive defense. Other comparative 

studies on Russian influence in France, Germany and Great Britain28, respectively Greece, Italy and 

Spain29, Denmark, the Netherlands, Norway and Sweden30 were developed under the 

coordination of the American think-tank Atlantic Council.  

The problem of Russian disinformation in some target states, however, is approached 

from a different perspective, that of the permeability of the target state (demand-side approach) 

in a study by Global Focus31, which analyzes Romania, Bulgaria, Georgia and Moldova from 

this perspective. The study analyzes the vulnerabilities of each of the 4 states at the social, 

economic, political and foreign policy levels and how Russia can exploit them. In the case of 

Romania, a deeply Russophobic country, Russia does not intend to conquer hearts and minds, 

but rather to promote a disruptive agenda by exploiting the existing cleavages at the societal 

level, the distrust (beyond a healthy skepticism) in the public authorities, the appeal to 

traditional, Orthodox values, interethnic tensions. 

The analysis of public activity reports of some Western intelligence services (KAPO 

 
27 European Values Think-Tank, 2018 Ranking of countermeasures by the EU28 to the Kremlin's subversion 

operations, available at https://europeanvalues.cz/en/2018-ranking-of-countermeasures-by-the-eu28-to-the-

kremlins-subversion-operations/ 
28 Alina Polyakova, et al. The Kremlin's trojan horses: Russian Influence in France, Germany, and the United 

Kingdom, Atlantic Council, 2016. JSTOR, available at http://www.jstor.org/stable/resrep03685. 
29Alina Polyakova, et al.,  The Kremlin's trojan horses 2: Russian Influence in Greece, Italy, and Spain, 

Atlantic Council, 2017. JSTOR, available at, http://www.jstor.org/stable/resrep16776. 
30Alina Polyakova, et al., The Kremlin's trojan horses 3.0: Russian Influence in Denmark, The Netherlands, 

Norway, and Sweden, https:// www.atlanticcouncil.org/in-depth-research-reports/report/the-kremlins-trojan-

horses-3-0/ 
31 Oana Popescu, Zamfir Rufin, Propaganda made-to-measure: how our vulnerabilities facilitate Russian 

influence, available at https://www.global-focus.eu/wp-content/uploads/2018/03/Propaganda-Made-to-Measure-

How-Our-Vulnerabilities-Facilitate-Russian-Influence.pdf 

http://www.jstor.org/stable/resrep16776
http://www.atlanticcouncil.org/in-depth-research-reports/report/the-kremlins-trojan-horses-3-0/
http://www.atlanticcouncil.org/in-depth-research-reports/report/the-kremlins-trojan-horses-3-0/


 

Estonia32, BIS Czech Republic33, VVP Latvia34) allowed the formulation of conclusions 

regarding the adaptive, offensive, multifaceted character of the Russian information war, the 

vulnerabilities (social, political, economic, cultural) exploitable in the target countries to 

achieve the strategic foreign policy objectives and the continuity with the active Soviet 

measures (disinformation, use of agents of influence, political parties, interference in 

elections). 

Regular analyses of Russian propaganda messages in the European Union35 by the EU's 

StratComm Task Force reveal that a key strategy of Russia is to spread as many contradictory 

messages as possible, in order to convince the public that there are too many versions of events 

to find the truth36. 

Another direction of documentation was the evaluation of Romanians' perception of 

Russia, its actions, trust in the European Union and NATO, in the media and in state 

institutions, the way they perceive disinformation, through the analysis of studies conducted 

by experts37 or through credible surveys (Eurobarometers) of the European Union institutions 

or of established think-tanks (GLOBSEC Policy Institute),  useful from the perspective of 

formulating conclusions on the degree of permeability existing at the societal level in the face 

of some of the narratives promoted by the Russian Federation. 

In order to identify the narratives of Russian propaganda and disinformation in 

Romania, we carried out a multi-source approach, both by evaluating the database of EUvs 

Disinfo, a project carried out by the European External Action Service, the projects carried out 

by the fact-checking organization Veridica.ro, and the European Digital Media Observatory. 

The topic of Russia's information warfare was the subject of doctoral theses that 

approached the phenomenon of disinformation from the perspective of hybrid warfare, 

psychological operations, the role of the media, being circumscribed to military sciences, 

 
32Estonian Internal Security Service, Annual Review (1998-2021), available at https://kapo.ee/en/ content/annual-

reviews. 
33 Czech Security Information Service, Annual Report (2003-20210), available at https:// 

www.bis.cz/annual-reports/. 
34 Latvia State Security Service, Annual Report (2013-2021), available at 

https://vdd.gov.lv/en/useful/annual-reports. 
35 European Union's East StratCom Task Force, https://euvsdisinfo.eu/ 
36 EU East StratCom Task Force, "Means, goals and consequences of the pro-Kremlin disinformation 

campaign", ISPI, Jan 19, 2017, http://www.ispionline.it/it/pubblicazione/means-goals-and-consequences-

prokremlin-dis-information-campaign-16216. 
37 Iulian Chifu, Ovidiu Nantoi, Oleksandr Sushko, Russia's Perception in Romania, Republic of Moldova and 

Ukraine, Bucharest, Curtea Veche Publishing House, 2010  

http://www.bis.cz/annual-reports/


 

communication sciences and international relations38. 

 

 

The structure of the work consists of four chapters, preceded by an introduction. 

In the first chapter entitled "Russian propaganda and disinformation. A historical 

perspective on the evolution of Russia's information warfare (1989-2022), we have 

theoretically addressed the concepts of Russian propaganda and disinformation as part of the 

Russian information war, the objectives of the Russian information war (1989-2022) and the 

evolution of Russian information warfare from the Soviet tradition to the digital age.  

As a result of our research, we concluded that these objectives are closely related to the 

foreign policy of the Russian Federation and in particular to the way it related to the West after 

the asymmetric end of the Cold War. The breakup of the Soviet Union did not mean the 

abandonment of the active measures taken in the Soviet era, but rather they were reinvigorated, 

facilitated by technological evolution and subsumed to the fulfillment of Russia's foreign 

policy objectives. 

Continuity with the Soviet era and even with previous periods of Russian history is a 

hallmark of current Russian foreign policy and the toolkit on which it relies to promote its 

goals, and propaganda, disinformation, active measures, reflexive control and maskiovka (the 

art of Russian deception) remain as current and know innovative forms of manifestation,  

mainly with the help of media technologies. 

Through the use of active measures, materialized in instruments of direct intervention 

and clandestine actions on government structures, the aim was to influence the policies of a 

third country and its institutions, to undermine trust in political leaders, to disrupt its 

international relations, as well as to discredit and weaken governmental and non-governmental 

actors identified as adversaries. An element of novelty compared to Soviet propaganda is the 

shift of emphasis from the ideological factor as an element of persuasion to the strategy of 

creating alternative truths, of sowing mistrust, division, on the use of political entities or civil 

 
38 Adrian Barbu, Hybrid War and Psychological Operations. Techniques of social influence used by Russia in the 

media space against Romania, University of Bucharest, Faculty of Sociology and Social Work, 2021; Corina - 

Georgiana Stan, The role of mass-media and social media in disinformation. Case study: Russian disinformation 

narratives in Romania. Implications on the Security Environment, National School of Political and Administrative 

Studies, 2021; Dragoș Necula, Alexandru, Determinations on countering the actions of hybrid warfare in the 

Euro-Atlantic space, Carol I National Defense University, Bucharest, 2018 



 

society without taking into account the ideological factor.28 

We analyzed the role of the main actors - institutions acting in an integrated manner 

and through which the Russian Federation projects its influence and power: the state and state-

controlled news agencies and the characteristics of their influence actions, and concluded that 

they adapt their narratives according to the social and cultural characteristics of the space in 

which they operate,  And in the case of Eastern European countries, the messages are adapted 

according to attitudes, culture and history, the size of the Russian-speaking community, the 

level of knowledge of the Russian language. 

At the same time, the different degree of permeability of Member States to Russian 

influence, determined by existing political, economic, social or good governance 

vulnerabilities, constitutes a major challenge for the implementation of an effective European 

policy to counter Russian disinformation. The success of unitary policies and strategies 

designed at EU level depends to a large extent on the degree of their implementation at national 

level, on the political will of the respective state and on the degree of maturity of civil society 

and the media. 

In Chapter II, entitled Policies of the European Union on combating Russian 

disinformation, from a historical perspective we have approached the historical evolution of 

the concept of propaganda and disinformation at the level of the European Union, as it results 

from the analysis of the strategy papers on the foreign policy of the European Union, 

respectively the terminological challenges and operationalization of the concept at the level of 

the EU institutions, resulting from the official acts of the Commission and the European Union. 

European Parliament. 

Another research direction was the analysis from a historical perspective of the 

response methods adopted by the European Union and the creation of policies on strategic 

communication, those addressed to social media platforms, respectively those on societal 

resilience through media literacy. 

EU policies and strategies have set a unified framework for action to counter Russian 

disinformation, in a whole-of-society approach, but it is the responsibility of the Member States 

to translate these policies into the national context.   

One of the major challenges to the implementation of this policy is the lack of uniform 

understanding and definition at the level of the Member States of the threat posed by Russian 



 

propaganda and disinformation, its objectives and the consequences for the European project. 

There is no common understanding of the response to hybrid threats, with states advancing 

different responses depending on the political-electoral agenda, individual choices or expected 

gains, and depending on the different level of risk associated with certain hybrid means of 

aggression 

In chapter III, entitled Russian propaganda and disinformation in Romania (1990-

2022), we analyzed the evolution of Romania's positioning vis-à-vis the Russian Federation 

in the strategy documents on defense and national security, respectively the way in which the 

Romanian state has related at a strategic level to the approach to hybrid warfare and Russian 

disinformation. At the same time, from the analysis of the SRI's public activity reports from 

1990 to 2020, we identified several types of propaganda actions and objectives pursued by 

hostile actors against Romania, aimed at blocking, limiting and obstructing Romania's Euro-

Atlantic option, eroding Romania's credibility as a loyal and assumed partner in the EU and 

NATO, respectively regarding social polarization and security culture aimed at altering the 

population's confidence in the European path of Romania, polarization and social division, 

inducing feelings of insecurity in relation to the actions taken by Romania as a NATO partner. 

Another direction of research in this chapter was the analysis of the vulnerabilities 

exploitable by Russian propaganda, both at the social, economic, institutional, political level, 

but especially of the media ecosystem. As a research method, we used comparative studies 

that addressed these vulnerabilities, opinion polls of the Commission and the European 

Parliament, but also conducted by relevant Romanian and foreign think-tanks, as well as 

interviews of experts published in the media. The conclusions reveal that one of the greatest 

vulnerabilities against Romania is a precarious media literacy and the lack of a systemic 

approach to the problem of disinformation, despite the assumption at the level of strategic 

documents of disinformation as a threat and the indication of Russia as the main hostile actor 

against Romania.  

At the same time, in this chapter we have analyzed the objectives, features and main 

narratives of Russian propaganda in Romania, as well as the main communication vehicles 

used, and the typology of people through which the disinformation and manipulations 

promoted by the Kremlin spread naturally and often involuntarily. As a type used by the 

Russian Federation, there is mainly an indirect approach, against the background of 



 

Russophobia deeply rooted in Romanian society, a camouflage of narratives through local 

intermediaries, and their adaptation to internal concerns and vulnerabilities, including 

sovereignist themes, criticism of NATO and the EU and the promotion of an isolationist 

vision. 

In Chapter IV, entitled HISTORIA MAGISTRA VITAE EST, I addressed lessons of 

good practices identified at the level of some Member States in the face of Russia's 

interference in democratic processes, including in the electoral context. We analyzed the ways 

of responding to electoral interference of the United Kingdom, in the context of Brexit (2017), 

France (2017 presidential elections) and Germany (2017 parliamentary elections). Following 

the analysis, we identified as good practices the rapid reaction and institutionalization of the 

response, cooperation with digital platforms, involvement of civil society and the press, 

regulation of online discourse and transparency and media education as democratic 

prevention. 

At the same time, the analysis of the response modalities at the level of Lithuania, 

Latvia, Estonia and Finland revealed that an integrated national strategy, systemic media 

education, collaboration between civil society institutions and academia, resilient digital 

infrastructure, the functioning of fact-checking platforms and the existence of independent 

journalism doubled by civic networks of volunteers, but also transnational coordination and 

integration into NATO/EU networks proved to be viable responses to Russian disinformation, 

which can be followed contextually by other states. 

 

 


